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1. Introduction

1.1. Objectives

Security for IOWN communication and storage is vital to support future ICT infrastructure. In recent years, quantum
computers have made remarkable progress toward practical use, and complex calculations that were previously
impossible become solvable. In addition, it has been pointed out that public key cryptography such as RSA and elliptic
curve cryptography, which are used in various aspects of the current ICT society, can be compromised in a realistic
time by using quantum computers. In order to secure transferring and storing data of IOWN architecture, appropriate
security solutions are required against threats which are derived by quantum computers.

Due to the appearance of new security threats like the emergence of quantum computing, some changes in the security

model or security trends are taking place. I n tolkmtyabks net wor K
from outside attackers completely. In addition, cyberattacks from inside the organization should be considered at the

same time. Based on the thought that perimeter-based secur ity defense model is not enou
environment,ort hat the inside of a network is no more secur e, t he |

[NIST SP-800 207].

Addi tionally, the notion of fAas a serviceo became popular in
user will depend on them much more in terms of functional or nonfunctional aspects. In a cloud security framework, a

shared responsibility model dictates that the cloud users depend on the cloud providers to ensure accountability.

Vendor lock-in/lock-out is also very important considerations.

This reference document was developed as a framework for describing the security of IOWN GF. Each TF of IOWN
GF studies the details of each security, and this document is expected to be the umbrella document of them.

1.2. Scope

This reference document identifies a reference model, analyzes security threats, defines security requirements and
security levels, performs a gap analysis, and describes Multi-Factor Security (MFS) as a security measure. These
descriptions are based on general procedures to study security measures, and It can be a reference to study details of
security measures for IOWN architecture. It will achieve the following requirements:

9 Protect and validate data communication between the endpoints for the entire communication lifecycle;
9  Protect data stored in IOWN architecture for short-term and long-term;

9 Protect data being processed in endpoints.

The first version of this document mainly focuses on the protect and validate data communicated between the
endpoints.

To achieve the above, there are some supplemental requirements,

9 Consideration of the threats from malicious insiders, dependence on third parties i.e., service providers and
long-term data preservation;

9 Achieve the post-quantum security;

9 Provide users with technology choices so that users can make a good balance between the cost and the
security level,
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1 without compromising the benefits of IOWN technologies, e.g., high capacity, low latency, and high energy
efficiency.

NOTE 1 - The details of commonly discussed technical aspects such as the protection of personal information, handling
of privacy, security risks and measures for hardware and software are outside the scope of this document.

ITU-T and NIST Special Publication 800-12 defines information security as follows.
Information Security i Preservation of confidentiality, integrity and availability of information. [ITU-T Y.3500]

-Protection of information and information systems from unauthorized access, use, disclosure, disruption, modification,
or destruction in order to ensure confidentiality, integrity, and availability. [NIST SP800-12]

Information i (1) Facts or ideas, which can be represented (encoded) as various forms of data; (2) Knowledge (e.g.,
data, instructions) in any medium or form that can be communicated between system entities. [NIST SP800-12]

This document defines and classifies information security as follows.
This version focuses on the protection of information in the following categories.

Table 1-1: Classification of information systems

INFORMATION SECURITY

Protection of information Protection of information systems

Protection of user-generated data
communicated or owned by users (including Protection of the IOWN infrastructure itself.
devices) of the IOWN.

Definition in
this document

I Authentication of communication

IOWN management data protection
partners

Concrete f  Encryption of data HWI/SW protection

examples Supply chain security
9 Exchange of encryption keys

= == =4 =4

1 Monitoring information Physical Security

NOTE 2 - The details of protection of information system is not described in this document. It will be described in future
editions.

© 2022 Innovative Optical Wireless Network Global Forum, Inc. All rights reserved. Awww.iowngf.org
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2. Reference Model and Threat Analysis

2.1. Reference Model for Information Security

This subsection describes the reference models for communication and data stored in storage.

For communication, this subsection refers to the high-level view and system model for communication. In the high-level
view, end-to-end communication to be protected is described. The communication starts at communication endpoints,
e.g., application processes, and continues to the other communication endpoints through the extra network and Open

APN.
(,.—J;;ammu nication to be protected - ~
Communication il Communication
Endpoint | || Transterred || A S > Endpoint
on Data on
Server A Server B
Gateway to Gateway to
Applicaton external external Applicaton
Process network with network with Process
I APN-T APN-T I
Metwork Open APN Metwork
interface card T e e — interface card
(NIC) Attacker ! Attacker (NIC)
Server N Server

Transterrad
Drata

Gatewa‘lyr to external Gateway to éxternal
network with APN-T|  [network with APN-T
- 1—Ataeker
Attacker classic packet- v
switchedAtta-ker Network Attacker
\__network Interface card /
i { NIIB‘.I
Network :
Interface card APppImamn
Nlm rocess
Applicaton GﬂmE:"{:';;?;mn
Process (User B)
Communication User device
Endpoint
(User A)
User device

Figure 2.1-1: Reference model for communication
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i Open APN

The Open All-Photonic Network (APN) is a network that connects endpoints directly with optical paths. It provides high-

speed, ultra-reliable, and low-l at ency connections. In todayds networ k, optice
segment-by-segment basis. By contrast, the Open APN will enable one optical path to span across multiple segments.

This will enable end-to-end communication with deterministic performance.

Communication Endpoint

Exact definition of fAEndpointodo in | OWNsec is the point where
General ly, fendpointo wildl be application processes within an

There can be two major end nodes in this document: customer premise user devices and servers on a network. The
scope of the end node may vary depending on the implementation and its security level. For example, it could indicate
a single server, or it could indicate a specific server room or a specific location.

In either case, there are two possible forms of end nodes. One is connected to the extra network and the other is
directly connected to OpenAPN.

In the context of channel encryption, the term fAendpointod is
sent or received, but when consideringend-to-e nd data protection, the fAendpointo shou
the application process.

If processes or devices independent of the endpoint are secured at the same level of the application processes that
are the endpoints, some implementers may choose to implement encryption functions in such an embedded process
and device (hereinafter referred to as "near-endpoint”) instead of endpoints. IOWNsec should allow such
implementations. However, the security level of such implementations depends on the security level of the execution
environment containing the application process and the encryption function. Measures for the protection of this
environment are outside the scope of this version of IOWNsec. Given that, it is important to note that the security level
of systems that rely on near-endpoint encryption functions depends on implementations. And it should be noted that in
many cases the near-endpoint is owned by a third party.

Such fmaegmointdo can include devices and processes which are e

For example, CPS/AIC use case workloads include an image analysis process and TLS encryption/decryption service
to protect data transfer, and these two workloads work together in a single node. The former is considered an endpoint,
and the latter is considered a near-endpoint. Another example is a mobile device which has a single application where
the deviceds security is almost same as the application proc
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Form1 end nodeA

IOWNsec End Node

Classic
packet-switched
network

Gateway
to external
netwark
with APN-T

Open APN

Gateway
to external
netweork
with APN-T

Classic
packet-switched
network

IOWNsec End Node

Exact definition
of Endpoint

Mear Endpoint

Form2 end node

IOWNsec End Node IOWNsec End Node
|
|

Application
Process

Application

Open APN APN-T [—

Process

|
APN-T 4—{
|

]

Exact definition
of Endpoint

Near Endpoint

Figure 2.1-2: Definition of Endpoint

Figure 2.1-3 refers high-level view and system model for storage. In high-level view, data are put into or got from an
endpoint, e.g., application processes that provide or consume the data.
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Attacke
T .
Message
Queue T
= tacke
Ty 4
Endpoint | PUT ____ /A swred | ___ | |_____ sored |\ GET ____,| Endpoaint
(Alice) Data Data (Bob)
ICOWN Data Hub Provider

Table

Graph
Store

Figure 2.1-3: Reference model for storage

Taken together, there are three main categories of locations where data should be protected as shown in Figure 2.1-
4.

I Datain motion

Data in motion is data in transit between IOWNsec endpoints or within computer systems.
 Data at rest

Data at rest is data that is neither in use nor in motion (i.e., being located at some storage).
i Datainuse

Data in use is data that is currently being processed by IOWNsec endpoints.

Of the above, this document focuses on data in motion.
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Data center site A Data center site B

I [
[ [
IOWNsec End Node I0WNsec End Node

Application Process
ag.

Ingastion, Imaliganca App,
IDH Data Service,
IDH FroniEnd,, etc

- aq.

Ingestion, intaligence App,
IDH Data Sarvice,

IDH FrontEnd,, stc

|
|
| Application Process
|
|

Server 1 I Server
including processing element Gateway Gateway icluding processing element
(xPU), direct optical path, e — to eternal to eternal |1 | ..o\ )y direct optical path, etc
s o Open APN T otwork (kPU), ptical path,
ST ith APN-T with APN-T 1 =
T T
] ]
] 1
Gateway Gateway
I to eternal to eternal I
1 netwark netwark 1
1 with APN-T] with APN-T| 1
]
! (~Classic ) UNI: I
1 packet- Ethemat, 1
1 1 switched HOMI, etc 1
IOWN Data Hub | 1 network . JOWN Data Hub
(IDH) Storage | T[] {IDH} Storage
1 [ T [ 1
]
_l---l---.l ..... I - =l
Local Aggregation Node / Local Aggregation Node /
User devices User devices
(CPE, LIDAR, Surveillance (CPE, LIDAR, Surveillance
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Raobet, In-Vehicle, HMD, Robot, In-Vehicle, HMD,
Display, etc ) Display, etc )
Application Process Application Process

User site X

Figure 2.1-4: Categories of data should be protected

This version does not include a detailed threat analysis of the systems included in the reference model. This version
focuses on authentication and encryption as common data protection security for E2E communication of the reference
model.

2.2. Information Assets to be Protected

This version does not include a security analysis of IOWN GF architecture or specific data to be protected, but rather
provides an overview of threats in E2E communication at the level of abstraction of the reference model in section 2.1.
As an example of concrete assets to be protected, reference implementation model considered in IOWN GF can be
referred to. The information assets to be protected in IOWN GF CPS RIM are listed in Appendix A as a reference.

2.3. Security Threats

With the advent of quantum computing, the incorporation of the Zero Trust model from perimeter-based security
defense models, third-party service reliance, intrusion from supply chai
ubiquitous, therefore IOWN GF need a multifaceted view of the threat.

In order to protect the information assets in a quantum computing era, it is necessary to take countermeasures with
stronger encryption. In addition, it is necessary to recognize threats based on the idea of zero trust security.
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This version focuses on authentication and encryption as a common data protection security for E2E communication
path of the reference model.

This version present risk mitigating method by authentication and encryption as countermeasures against many threats.
Threats that can be mitigated by authentication and encryption are both external and internal threats in the attack points
in Figure 2.1-1. For future study, the Appendix B shows the position of "this version" in the general threat list.

2.3.1. Security Threat Overview

[STRIDE], [MITRE AT&CK], and others are known as threat analysis for real systems and organizations where the
environment and configuration are known. However, it is difficult to apply them in IOWNGF, which does not identify real
systems or organizations.

Instead of using the approach of planning countermeasures from threat analysis, this version shows threats that can
be mitigated by authentication and encryption. Therefore, this section organizes the threats that can be mitigated by
authentication and encryption in STRIDE's model.

Spoofing:

Threats that cause application malfunctions from Network interface card of servers or user devices by inputting
information into the system may be based on information that a malicious third party used the power of quantum
computers to infiltrate the internal network or bribed and infiltrated the system administrator, masquerading as a
legitimate.

Tampering:

Collect information about third-party servicers and supply chains by monitoring Gateway to external network with APN-
T or Open APN, comprehensively utilize the power of quantum computing to perform Al analysis and intrusion, and
falsify notification messages and instructions to police/security personnel. As a result, threats may cause great damage
to society, such as assisting in murder.

Repudiation:

Malicious third parties or internal criminals modify the video streaming data of surveillance cameras in the Folder in
reference model for storage, Repudiation threats include unauthorized modification or destruction of data and could
destroy surveyed evidence.

Information disclosure:

Threats related to information disclosure occur when systems such as servers and user devices are intruded by
malicious third parties or internal criminals and data is stolen, as described in the example above. In addition, we
assume threats that there are cases where physical branches are inserted into communication channels, real-time
communication data is stolen, and decoding it over time with the power of quantum computers. When using a third-
party service, information disclosure from internal criminals of the third-party service is also a possible risk.

Denial of Service:

By illegally generating large number of requests to create the keys required for encrypted transfer of video streaming
data at Communication Endpoint, this is the case when creating a situation that exceeds IOWN architecture's key
generation capacity, making encrypted communication impossible, it is a threat that is hindering and may even
stop/break the service.

Elevation of privilege:

After trespassing to on the Open APN using quantum computer power, tampering log and leaving a program that can
be executed.
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When log analysis is performed under a privileged account, the corresponding program is executed under a privileged
account, we assume threats that program cause upsets the load balance of the APN, causes long-term network
communication failure, and causes a great loss to society.
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3. Security Requirements and Security Levels

3.1. IOWN Security Requirements

This section describes data protection requirements that should be specifically considered in the IOWN era and does
not represent a complete list of security requirements.

It is assumed that users have several levels of requirements for security according to their specific communications
and data architectures. Several technologies can be considered to fulfill various aspects of these security requirements.

Three major categories for data protection

As described in Section 2, the data protection requirements that IOWN must satisfy are divided into the following three
major categories.

9 Protect and validate data communication between endpoints for the entire communication lifecycle (Data in
motion);

9  Protect data stored in IOWN for short-term and long-term periods (Data at rest);

9  Protect data being processed in endpoints (Data in use).

This version describes the requirements for AProtect and vali
communicat i on | i fecycl eo.

In terms of security elements

The requirements for data protection are outlined below in terms of the four security elements to be considered.
i Confidentiality

IOWN should ensure the confidentiality of transferred data between the endpoints defined in section 2.1.

Information of user data should not be available to unauthorized parties for a sufficiently long period of time specified
by users.

Based on a zero-trust approach, user data should be protected in all communications, regardless of network location,
considering the risk to insiders including those of third parties (e.g., service providers).

When user data is transferred via a link in the IOWN architecture, the user data should be protected by the appropriate
security measures such as encryption of the data and authentication of communication parties.

i Dataintegrity
IOWN should protect the integrity of stored and transferred data.

The data integrity functions provide the means to ensure the correctness of transferred data, protecting against
modification, deletion, creation (insertion) and replace of exchanged data. For user data, integrity should be protected
in transfer until delivered to the user or consumed by the user.

In most cases, cryptographic algorithms with appropriate computational security can be used. Post-quantum
cryptographic techniques should be employed in accordance with their standardizations and practical deployments. In
addition, IT-secure methods (e.g., Wegman-Carter message authentication) can be employed to protect the integrity
of the information for data transfer.
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1 Availability
IOWN architecture should ensure the availability of its operation.

Security measures to support capability are:
 Redundancy of system such as 1: 1 or 1: n protection;

9 Detour routes for data transferring.
IOWN architecture should have capabilities for network resilience.

Network resilience is the ability of the network to adapt to and recover from situation changes, including disruption, to
continue acceptable levels of service in the face of security threats.

If security incidents are detected, the network resilience capability ensures they are handled in a controlled way,
minimizing the damage caused. In addition, it ensures recovery of the system, restoring it at the required security level.

IOWN architecture should implement counter-measures against DoS attacks.

For example, network performance may be reduced (even to zero) due to DoS attacks on links. This issue could be
mitigated by appropriate methods, including switching to backup links and rerouting of data transfer.

T  Accountability

IOWN architecture should ensure that records of security critical actions are traceable uniquely to functional elements
that performed the actions.

IOWN architecture should support traceability of data.

These two security requirements are supported by the dual functions of activity logging and security audits. Another
possible but potentially weaker realization of accountability is achieved by the appropriate combinations of the
authentication, access control, and audit trail functions.

IOWN architecture should have the capability of storing information activities relevant to security in the
IOWN architecture.

IOWN architecture should generate alarm notifications on security events. The security alarm notifications are
information regarding operations pertaining to security.

IOWN architecture should have capability to analyze logged data on security events.

Of the above security elements, this version places particular emphasis on confidentiality and integrity.
The requirements for confidentiality and integrity, as well as the requirements for the security features themselves that
IOWN architecture should specifically consider, are detailed below.

(1) Considering the threats from malicious insiders and dependence of third parties i.e., service providers;

Based on a zero-trust approach, user data must be protected in all communications, regardless of network location.
In addition to external attackers, internal attackers at any location must be anticipated and the protected
communications data must be encrypted between endpoints. The use of third-party services must also consider the
risk of attackers inside the third-party service, regardless of whether the third-party service itself is malicious or not.

(2) Achieve the post-quantum security

It has been pointed out that public key cryptography, which is used in various aspects of today's ICT society, may be
deciphered in a realistic amount of time using quantum computers. To maintain the security of IOWN over the long
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term, IOWN architecture needs to provide a means by which user data can be protected from attacks that utilize
quantum computers.

At the same time, security against existing threats must not be compromised. Furthermore, we must be prepared for
new threats to cryptographic algorithms, since we do not know when and if new cryptographic algorithms will be

di scovered to be vulnerable. In oth@amgi Wotgs, whi cb desihabla
systems to respond quickly and flexibly to new threats, to prepare for possible future threats of cryptographic
compromise.

(3) Provide users with technology choices so that users can make a good balance between the cost and the
security level

Since various security levels are assumed for the services realized by IOWN architecture, it is difficult to uniformly
specify security measures and strengths. Therefore, it is necessary to be able to flexibly select the means and strength
of data protection depending on the service to maintain a balance between system security and cost.

The ability to have multiple security measures and to switch between them easily is also an important requirement to
respond quickly to new threats to data protection that may appear in the future.

(4) Without compromise the benefits of IOWN GF technologies, e.g., high capacity, low latency, and high
energy efficiency

It is necessary to ensure that the security features do not interfere with the various performance requirements that the
IOWN infrastructure is trying to achieve.

Sections 3.1 and 3.2 define the evaluation measures for evaluating the security level of security methods in the IOWN
architecture based on the above requirements.

3.2. Security against Computational Attacks

These security levels define the security against cryptanalysis in security measures utilizing cryptography.

Level 1 Traditional Computational Security: Maintains security against known attacks that are implementable with
traditional computers

Level 2 Post-Quantum Computational Security: Maintains security against knowns attacks that leverage quantum
computers.

Level 3 Information-Theoretic Security: Can theoretically prove that it is impossible for a third party to decrypt the
exchanged data or recover the secret keys.

3.3. Security against Third Party Attacks

Defined below are the levels of the security against attacks from third parties (e.g., service providers), including insiders,
as seen from the endpoint.

Level 1: This is the level where static, network-based perimeter security controls are in place. At this level, it assumes
that there are no security threats within local networks. In other words, the communication is protected only between
the GWSs, and is vulnerable to attacks from local networks.

NOTE-If the systembs security relpioesntaen ftirec tsiyosntse midist ssiedceu ra ft
recognized as Level 1 or Level 2.

Level 2: I f the systembs security relies only on a smal/l nui
security level as level 2. PKI is a good example of level 2 which needs a trusted 3rd party. This level corresponds to
NIST zero-trust security.
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Level 3: This is the highest level of protection of information. In this level, the users can establish secure end-to-end
communication, or store data forwithnofearof 3r d partiesd attacks.
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4. Technology Gaps

This section describes the sufficiency of existing technologies for the security requirements for IOWN, focusing on the
following:

9 Considering the threats from malicious insiders and dependence on third parties (Security against third party
attacks);

9 Achieve post-quantum security (Security against computational attacks);

4.1. Authentication and Authorization

An authentication function should establish identifiers and verify the claimed identities and any other entities if these
are connected to the IOWN architecture from outside such as users and other networks.

The security measures should support the following functions:

User authentication: establishes the proof of the identity of the functional elements who are connected to the IOWN;

Entity authentication: establishes the proof of the identity of the functional elements in the IOWN during their
communications;

Data origin authentication: establishes the proof of identity responsible for the origin of a specific data unit.

Authentication functions play an essential role in protecting confidentiality of the data by ensuring that only authorized
parties can access to the data, and in ensuring integrity and authenticity of data.

User authentication has already been the subject of much discussion, and it is recommended that the user
authentication function in IOWN, for example, be handled in accordance with the following document. [NIST SP 800-
63B] [NIST Multi-Factor Authentication]

This document focuses specifically on entity authentication. (data origin authentication can be accomplished with the
same techniques as entity authentication)

An authentication function should employ entity authentication between relevant functional elements before
communicating data.

Existing Technologies for Authentication
TODAYS6s mainstream: Digital Signature Algorithms DSA,

Digital signatures are used to detect unauthorized modifications to data and to authenticate the identity of the signatory.
In addition, the recipient of signed data can use a digital signature as evidence in demonstrating to a third party that
the signature was, in fact, generated by the claimed signatory. (excepts from the abstract of the following document)
[NIST FIPS 186-4]

DSA, ECDSA, EdDSA, and RSA are based on mathematical problems that are difficult to solve. These algorithms are
recommended by NIST and have established safety in existing threats. They can be used without special equipment.
Therefore, it is easy to install in a variety of information systems and can be used for large-scale NWs. Security is
maintained by making the key length sufficiently long. Processing speed is slower than the common key method. If a
third party such as a CA (Certificate Authority) is involved when verifying digital signatures, there is a risk of leakage.
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Some new quantum computer algorithms will soon solve some of the above mathematical problems in real time. So,
some of the digital signature cryptography-based digital signature methods are no longer secure in a quantum
computing era.

The signature algorithms for authentication that NIST currently recommends for use and their key lengths can be found
in [NIST SP 800-131A Rev. 2].

PQC based method

PQC (Post-quantum cryptography) uses cryptographic algorithms based on mathematical problems that are difficult to
solve by a quantum computer. It can be used for key exchange and digital signature. There are several approaches:
Lattice-based cryptography, Multivariate cryptography, Hash-based cryptography, Code-based cryptography, etc.
These are believed to be enough hard problems even for quantum computers to solve.

PQC can be used without special equipment. Therefore, it is easy to install in a variety of information systems. However,
some algorithms may have to be improved as computers and their capabilities evolve. If a third party, such as a CA
(Certificate Authority,) is involved when verifying digital signatures, there is a risk of leakage. In addition, PQC has very
limited track record of being used in commercial systems, and its security against existing threats has not yet been
established. Therefore, hybrids with modern cryptography are being discussed.

The selected digital signature algorithm of NIST's PQC standardization can be found here. [NIST PQC Selected
Algorithms 2022]

PSK-based methods

Authentication using a pre-shared symmetric key. A pre-shared key is a secret key that has been established between
the parties who are authorized to use it by means of some secure method (e.g., using a secure manual-distribution
process or automated key-establishment scheme) [NIST SP 800-133 Rev. 2]. Set a common key for multiple devices
and check for a match when authenticating. If the mechanism requires the same key to be used and set all over again,
it is not suitable for large-scale NWs. If a third party intervenes to share the key, there is a risk of leakage.

Existing Technologies for Authorization

To maintain confidentiality by granting access to resources only to authorized entities, authorization is also an important
factor along with authentication. According to the Zero Trust approach [NIST SP 800-207], authentication and
authorization should be operated in an integrated manner, taking the following three points into consideration.

T Access to individual enterprise resources is granted on a per-session basis
9 Access to resources is determined by dynamic policy

9 All resource authentication and authorization are dynamic and strictly enforced before access is allowed

However, at present, there are no notable changes in authorization requirements in the context of E2E data protection
and post-quantum security, and each actual system should be considered separately based on the Zero trust approach.

4.2. Data Encryption

Existing Technologies for Key Exchange
Todayds mainstream methods

Existing public key cryptographyi based key exchange methods including Diffie-Hellman and RSA are based on
mathematical problems which take a long time to solve with non-quantum computers. An eavesdropper needs to solve
difficult mathematical problems to eavesdrop on the keys. When the mathematical problems are difficult to solve for
the computers, the existing public key cryptography-based key exchange methods are regarded as secure.
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However, if the eavesdroppers have the time combined with the enormous computer resources required to address
these problems, the existing public key cryptographyi based key exchange methods can be broken. In addition, new
computing paradigms using quantum computers have introduced new approaches to eavesdrop the keys. Some new
guantum computer algorithms can solve the some of the above mathematical problems in real time. So, the some of
existing public key cryptography-based key exchange methods are no longer secure in a quantum computing era.

PQC-based methods

These are key establishment methods that utilize PQC as described in the Authentication section. PQC is just a
mathematical algorithm. Therefore, it is easy to install in a variety of information systems. However, some algorithms
may have to be improved as computers and their capabilities evolve. PQC has almost no track record of being used in
commercial systems, and its security against existing threats has not yet been established. Therefore, hybrids with
modern cryptography are being discussed.

The selected key establishment algorithm of NIST's PQC standardization can be found here. [NIST PQC Selected
Algorithms 2022]

QKD-based methods

QKD (Quantum Key Distribution) is another approach for the key exchange in a quantum computing era. In QKD, the
transmitter and the receivers (QKD modules) connected via optical fibers share the keys which are never eavesdropped
based on quantum theory. The transmitter sends a series of single photons which encode encryption key information
to the receiver. Quantum theory clarifies that no one can eavesdrop on the photons without the receiver detection.
Based on the exchanged photon information without eavesdropping, the transmitter and the receiver create and share
encrypted key information which is never eavesdropped [BB84]. Since QKD uses a single photon source and detector
hardware, the cost of QKD is higher than the existing key exchange methods. In addition, QKD has a limitation on
distance, speed and communication style of key exchange (approximately, 100km distance for the longest, several
mega bit per second for the highest, point-to-point style communication for the current technology). This limitation
comes from the nature of photons/quantum. However, networking QKD (referred as QKD Network, QKDN) overcomes
these limitations and enables to deploy large scale QKD secure key distribution platform. The concept of QKDN can
be realized in combination with other security solutions including PQC and trusted node as described in [ITU-T Y.3800].

NOTE- The details of technical limitations of a QKD link (optical fiber link to transmit a photon signal) are described in
[ITU-T FG QIT4N D2.4].

Quantum key distribution increases infrastructure costs and insider threat risks. QKD networks frequently necessitate
the use of trusted relays, entailing additional costs for secure facilities and additional security risk from insider threats.
This eliminates many use cases from consideration. Quantum key distribution increases the risk of denial-of-
service attacks. The sensitivity to an eavesdropper as the theoretical basis for QKD security claims also shows that
denial-of-service is a significant risk for QKD. [NSA QKD and QC]

Existing Technologies for Encryption
AES [NIST FIPS 197]

The Advanced Encryption Standard (AES) specifies a FIPS-approved cryptographic algorithm that can be used to
protect electronic data. The AES algorithm is a symmetric block cipher that can encrypt (encipher) and decrypt
(decipher) information. Encryption converts data to an unintelligible form called cipher text; decrypting the cipher text
converts the data back into its original form, called plaintext. The AES algorithm is capable of using cryptographic keys
of 128, 192, and 256 bits to encrypt and decrypt data in blocks of 128 bits.

The AES algorithm is faster than public key cryptography. In addition, hardware equipped with an AES accelerator is
available, which enables faster processing with lower power consumption than software processing.
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The impact of the advent of quantum computers on symmetric key cryptography must also be considered: with Brute-
force attacks backed by Groverds algorithm running on top of
doubled from the current one to make it as difficult to find a key to decrypt data as it is today.

OoTP

One-time pad (OTP) is a system in which a randomly generated private key is used only once to encrypt a message
that is then decrypted by the receiver using a matching OTP and key.

OTP is recommended to ensure the long-term confidentiality of keys because of their information-theoretic security, but
OTP requires a pre-shared key the same size as the data being exchanged. This means that this method simply doubles
the network bandwidth consumption.

Due to the problem of the key exchange method, it is used only in limited cases, such as when extremely high
confidentiality is required and QKD. Because OTP is a stream cipher, encryption and decryption are faster than with
block ciphers.

The generation of random numbers (or bits) used for OTP is an important security issue. The security of cryptographic
systems that use random bits depends on the entropy of these random bits. Random bit sequences used for OTP can
be generated using physical techniques. Quantum mechanics allows the generation of unpredictable random bit
sequences because of their probabilistic nature. For this reason, it is desirable to use a random number generated by
a non-deterministic random bit generator (NRBG) using quantum mechanics as the random number used for OTP in
order to ensure long-term confidentiality of encrypted data.
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5. Direction for IOWNsec

Regarding data protection, some existing technologies are expected to become compromised by the advent of quantum
computers. Therefore, it is desirable to offer a choice of quantum-safe technologies that can protect data end-to-end in
IOWN-based architectures. However, the technologies described in the previous section have their own advantages
and disadvantages, and their use alone may not necessarily satisfy the security requirements of future information
systems. For example, they do not have much of a track record, so they may suddenly be compromised.; They may
also require special equipment and thus be applicable to only a limited set of information systems, or they may become
vulnerable to third-party threats.

Based on the gap analysis in the previous section and the security requirements of information assets (see section 3),
useful security solutions can be selected. But, no single security solution is probably applicable in all cases, especially
under the requirements of extremely highly secured information. To truly secure future information systems, additional
strategies will be required.

5.1. Multi-Factor Security

5.1.1. What is Multi-Factor Security? (Basic Concept)

Multi-Factor Security (MFS) is defined as a technology that combines multiple security methods to achieve a security
level that cannot be reached with a single method. A well-known example of MFS is multi-factor authentication (MFA)
where different types of authentication factors are used in combination to counter different security threats as illustrated
in the table C-1. (See Appendix C)

5.1.2. Multi-Factor Security for IOWNsec

As for end-to-end data protection, applying the concept of MFS, combining various methods of authentication, key-
exchange, encryption/decryption etc. could achieve the required security level which is written at the top of this section,
e.g., to counter gquantum computers and insidersd threats.

For example, in the case of key exchange, even advanced technologies which are considered for the security issues
caused by emergence of quantum computers may not remove the security threats by using a single security technology.

In the key exchange method involving third party service providers from an endpoint's point of view (We call this type
of methods Type A), we must consider the threats which are derived from them. It is meaningful that Type A key
exchange method is combined with key exchange method which only needs sender and receiver as endpoints (We call
this type of methods Type B).
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Type A
IOWNsec IOWNsec
Endpoint Authentication or Key distribution Authentication or Key distribution Endpoint
- Trusted Third party
Type B
Mutual authentication or Key exchange
< >

Figure 5.1-1: Difference between Type A and Type B

There are information theoretical security and computational security of key exchange. Key exchange method with
information theoretical security is needed for data protection of communications with especially high-level security.

Assuming actual existing technologies and its general implementation examples, QKD which guarantees information
theoretical security for key exchange, requires special devices and network infrastructure. Therefore, it is generally
considered that QKD is provided by third party as a service provider. Thus, QKD can be seen as an example of Type
A. Key establishment means using secure manual distribution (i.e., PSK) is another Type A method with information-
theoretic security.

On the other hand, PQC-based technologies, key exchange methods which guarantee computational security, cannot
guarantee the ultimate security. However, it can realize key exchange methods between two properly authenticated
parities without a third party. Thus, PQC-based key exchange methods can be seen as an example of Type B.
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Figure 5.1-2: Image of effect of combining Type A and Type B

Composite methods in Fig.5.1-2 show the combination of key exchange methods Type A (e.g., QKD) and Type B (e.g.,
PQC-based technologies) by MFS. Even if the Type A methods (e.g., QKD) have information-theoretic security in the
protocol, there is still a risk of a trusted third party (TTP). On the other hand, Type B methods (e.g., PQC-based key
exchange) are computational security in terms of cryptographic strength but can eliminate the risk of TTPs as much as
possible. Therefore, by using a combination of Type A and Type B methods, it is possible to have both information-
theoretic security against quantum computers and resistance against TTP.

Assuming that the advantage of both is preserved in MFS, the effectiveness of combining Type A and Type B can be
understood as shown in figure 5.1-3, using a concrete example. QKD, an example of a Type A method, is an
information-theoretically secure protocol, but there is a Trusted Third Party (TTP) risk when using a third-party service
such as the QKD network that performs key relay. In addition, since QKD generally requires dedicated equipment, a
separate data protection method between the endpoint and the dedicated equipment must be provided, increasing the
risk of internal attacks. On the other hand, the key exchange method using PQC, an example of a Type B scheme, is
computationally secure in terms of cryptographic strength, but the risk of TTP can be eliminated as much as possible
because key exchange is possible only between endpoints. It can also be implemented directly in software on
endpoints, minimizing the risk of internal attacks. Therefore, by using QKD and PQC-based key exchange methods
together, it is possible to provide both information-theoretic security for quantum computers and resistance to internal
attacks and TTP.
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MFS:
Type A Type B Type A & Type B
Information Computational Information theoretical
theoretical + putd |1> and computational
Against computational attacks security security security
e.g. QKD e.g. PQC-based method e.g. QKD +
Level 3 Level 2 PQC-based method
_______________________________________________________________________________________________________ Level3 ________
MFS:
Type A Type B Type A & Type B
Threats of
internal attack | Resistant |1> Resistant
Against third-parties' attacks and TTP
e.g. QKD e.g. PQC-based method e.g. QKD +
Level 1 Level 3 PQC-based method

Level 3

Figure 5.1-3: Image 1 of enhanced attack resistance through combination of technologies

As another MFS option is combining cryptographic algorithms of different characteristics; or being able to switch them
quickly. This can help prepare against future algorithm compromise. At present, there are several post-quantum
cryptographic algorithms that have been proposed, including lattice-based cryptographic algorithms, code-based
cryptographic algorithms, multivariate cryptographic algorithms, hash-based signatures, and others. However, for most
of these proposals, further research is needed to gain more confidence in their effectiveness. [NIST PQC
Standardization Call for Proposals] New cryptographic algorithms are at high risk of being compromised by a sudden
discovery of new attack methods. Since it is quite possible for a cryptographic technique to be suddenly compromised,
a combination of multiple post-quantum cryptographic algorithms can be used to prepare for a cryptographic algorithm
compromise.

The effectiveness of combining multiple post-quantum cryptographic algorithms (Type B) can be understood as shown
in figure 5.1-4. The goal of a combination of multiple post-quantum cryptographic algorithms is to ensure that the desired
security property holds if one of the component schemes remains unbroken [Prototyping post-quantum and hybrid key
exchange and authentication in TLS and SSH].
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MFS:
Type B Type B Type B & Type B
Resistant -+ Resistant I_JI> Resistant
Against computational attacks
e.q. PQC X eg. PQCY eg.PQCX+PQCY
Level 2 Level 2 Level 2

l Compromise of PQC X

Against computational attacks Compromise | 4 Resistant I_JI> Resistant
(At the time of cryptographic
compromise)
e.g. PQC X eg. PQCY eg.PQCX+PQCY
Level 0~1 Level 2 Level 2

Figure 5.1-4: Image 2 of enhanced attack resistance through combination of technologies

A specific example of MFS is shown in the figure 5.1-5, where Type A and Type B key exchange methods are combined.
The keys for data encryption are generated by combining the two keys obtained in both methods.

IOWNsec Endpoint IOWNsec Endpoint
Authentication and Key Exchange Type A
{Trusted Third Party's Key Exchange Sewice}

Authentication and Key Exchange Type B

Combining Combining

Cryptographic Communication
Exitra Exira

Encrypion/ Network Open APN Network Exira Encryption®

Decryption GW GW Metwork Decryption

Figure 5.1-5: Specific example of multi-factor security
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6. High Level Architecture and Examples

6.1. Functional Architecture/Component

6.1.1. IOWNsec Static Meta Functional Architecture/Components
This section describes the functional architecture/components which enables a functioning MFS architecture.

The functional components of MFS can be divided into two major categories. One is a set of components to be provided
by entities including endpoints.

In this MFS scheme, multiple security methods are used to leverage the level of security. Multi-factor control function
(MF CF) coordinates and controls these methods to satisfy the required security level. If additional functionality is
needed in the process of MFS, MF CF adaptive function (AF) will perform these additional processes.

The other is a set of components to be provided on the network side.

This group of components includes security methods provided by third parties and network management functions to

control MFS.
Functional components which should be supported Functional components which should be supported
by endpoint entity by netwark
-

~ Ty
MFS components MFS components
Secunty Security
method #1-1 l method #1-1
3 ol = o0
MF CF :

[memosees ] " {nemoc2s )
resources [© metnd2—1 metodz—‘l

o MF CF AF manager

a

MFS network

|
A iy

—
Figure 6.1-1: IOWNsec static meta functional architecture

Business logic: Business logic is the main feature that characterizes an application and is usually implemented in the
application process. The MFS components are called from the business logic.

MF CF (control function): MF CF controls the utilization of a single or a combination of Security methods as needed for
the security level required/requested/needed by the Business logic.

MF CF AF (adaptive function): To leverage security level of each Security method, MF CF AF adaptively add additional
process for Security methodds results, e.g., Key combination

Security method: A security methods for data protection, e.g., authentication method, key exchange method.
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Other resources: Resources in end node which are utilized by MFS components, e.g., key store.

MFS network manager (optional): MFS network management is responsible for controlling and managing the MFS
components across multiple locations.

6.1.2. Example of IOWNsec Static Functional Architecture/Components

This is an example of MFS. In this case, multiple authentication methods and multiple key exchange methods are used
to strengthen the data protection.

Multiple authentication methods are used in a combined way to secure the authentication because each authentication
method will supplementot her met hodso6 vulnerabilities. When these authent
factors, it is called MFA.

On the other hand, the use of multiple key exchange methods could realize information-theoretic security and security
for any external/i nt er n al partiesd threats. For exampl e, QKD and key
third-party, are used at a same time, QKD realizes information-theoretic security and the other key exchange method

avoids the risk of any third-parties compromising security.

In the case of key exchange, it is necessary to combine the keys for cryptographic application, then key combiner is
needed as MF CF AF.

Functional components which should be supported Functional components which should be supported
by endpoint entity by netwark

Business logic ‘

i

Ty
MFS components\ MFS components

Encryption/
Decryption

Other
resources { )

Authentication
o method Type A
Authentication - Authentication
[ CF Authentication method Type A
method Type B
Secure :

:

Ty method Type A

- =
method Type A ’

Key exchange

CF Key exchange
method Type B MFS network

KE CF AF
Key
combination
I —— _/' \ J

Fy
k.

management

Figure 6.1-2: Example of IOWNSsec static functional architecture
Authentication CF: Authentication CF utilizes one or more authentication methods individually or multiply.
Key exchange CF: Key exchange CF utilizes one or more key exchange methods individually or multiply.

KE (Key exchange) CF AF: KE CF AF combines keys of each Key exchange methods to create encryption key.
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6.2. Interface between Functional Components/Dynamic

6.2.1. IOWNsec Dynamic Meta Functional Architecture Example 1

MF CF realizes that the required security level utilizing one or more Data protection methods. By the request of Business
logic, MF CF performs the security function/data protect function, then returns the result of the requested security
function/data protect function to the business logic.

In this example, MF CF performs multiple means of authentication.

Business logic

T

-
Reguest / Result MFS components
Hequest / Result -
[ ’Ln Securlly A] e.g. SIM based authentication
ethod #Type
MF CF
(Authentication
CF) Request / Result -
) ’Ln Securlly ] e.q. PQC based authentication
ethod #Type B
e
e vy

Figure 6.2-1: Example of operation to realize MFA

6.2.2. IOWNsec Dynamic Meta Functional Architecture Example 2

By the request of Business logic, MF CF also coordinates MF CF AF and other resources to add the security
function/data protect function to the original ones, then returns the result of the requested security function/data protect
function.

In this example, the MFCF executes multiple key exchange means, the resulting two keys are combined in the MF CF
AF, and the combined key is stored in the key store.
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Business logic
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MF CF
Other —— (Key exchange
resources
CF) Request / Result SeorT
% » ethoE:;Tv e B e.g. PQC based key exchange
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A
e.0. Secure key store e.0. Key A and Key B
e.0. Combingd Key
L 4
MF CF AF
N "y

e.g. Key combiner

Figure 6.2-2: Example of operation to realize hybrid key exchange

6.3. Mapping: Functional Components to Concrete Entities

6.3.1. Multi-factor Security Network Architecture

As explained in Section 3, high availability is important for achieving high security requirements over the IOWN
architecture. To achieve high availability, MFS components require complete life cycle management such as state
management, monitoring, and failure management. Moreover, a mechanism to ensure the availability of the MFS
components is also needed.

Fig. 6.3-1 shows the MFS network architecture that is mapping to the diagram representing the IOWNsec static meta
function architecture in Section 6. The definitions of the logical functions are as follows.

1 MFS function node is the managed entity which is the set of functions in an endpoint necessary to provide
MFS. Itincludes the MF CF and MF CF AF functions.

1 MFSlogical link is the managed entity which is the set of connections between MFS function nodes.
1 MFS network is the managed entity which consists of MFS function nodes and MFS logical links.
1 MFS network manager (optional) is responsible for the life cycle management of MFS function nodes, MFS

logical links, and MFS network. It may communicate with an external network manager to request a network
such as out-of-band control channels and key exchanges, and to get a network connectivity status information.
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Figure 6.3-1: Multi factor security network architecture

Fig 6.3-2 shows an example of the key exchange. Secure communication is achieved by combining multiple security
methods to generate a key and encrypting the communication. It is recommended that MFS function node be
independent of cryptographic protocols and hardware implementation. Control channel of MFS logical link is hardware
implementation agnostic and control channel between encryption/decryption is hardware implementation dependent.

In addition, if key exchange communication uses the same route as cryptographic communication, there is a risk of
eavesdropping together. Thus, separating key exchange and communication paths is important for risk distribution.
MFS network management may communicate with external network managers to establish separate out-of-band
control channels, key exchanges, and cryptographic communication paths.
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Figure 6.3-2: Example of key exchange

6.3.2. Specific System Architecture Reference Examples for MFS
In this subsection, example physical implementations of MFS are described in the following two use cases.

Use case 1: Communication between customer premise device and server. The communication endpoints are the
application processes of a customer premise device and a server.

1 Example 1 shows that MFS (PSK-based key exchange and PQC-based key exchange) is implemented on the
application processes of a customer premise device and server which is the endpoint.

Use case 2: Communication between servers. The communication endpoints are the application processes of servers.

1 Example 1 shows that MFS (PQC-based key exchange and QKD) is implemented on the application process
of the server which is the endpoint.

I Example 2 shows MFS (PSK-based key exchange and PQC-based key exchange) is implemented on the
Network interface card which is the near-endpoint.

Use case 1 - Example 1: MFS (PSK-based key exchange and PQC-based key exchange) on the endpoint

In the communication pattern between the CPE's smart phone and the server, an example system architecture is shown
in Figure 6.3-3 where key exchange is a hybrid of PSK using TTP and PQC between endpoints, and the resulting keys
are combined to generate encryption/decryption keys.

9 On the smartphone, each component of the MFS is located on the application which is the endpoint, and the
subscriber identity module (SIM) is used to store the PSK.

9  On the server, each component of the MFS is located on the application process which is the endpoint, and
the hardware security module (HSM) is used to store the PSK.
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Figure 6.3-3: Specific example of MFS system architecture for key exchange using PSK (Type A) and PQC (Type B)
on endpoint

Use case 2 - Example 1: MFS (External QKD and PQC-based key exchange) on the endpoint

In the communication pattern between the servers, an example system architecture is shown in Fig.6.3-4. In this case,
QKD, PQC, or both of them is utilized for key exchange. The resulting keys are used at outer and inner

encryption/decryption functions.

9 On the server, each component of the MFS except for the QKD node, which requires dedicated hardware, is
located on the application process which is the endpoint. In this implementation example, Data protection
between the endpoint and the QKD node should be considered separately. (see Appendix D) For example, it
is also possible to protect the link between the endpoint and the QKD node using PQC or PSK-based pairing.
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Figure 6.3-4: Specific example of MFS system architecture for key exchange using QKD (Type A) and PQC (Type B)
on endpoint

Use case 2 - Example 2: MFS (PSK-based key exchange and PQC-based key exchange) on the near-endpoint

In the communication pattern between the servers, an example system architecture is shown in Figure 6.3-5 where key
exchange is a hybrid of PSK using TTP (Type A) and PQC between endpoints (Type B), and the resulting keys are
combined to generate encryption/decryption keys.

9  On the server, each component of the MFS is located in trusted execution environment (TEE) on the Network
interface card (e.g., DPU/IPU/Smart NIC) which is the near-endpoint, and the HSM is used to store the PSK.
Although described as an example of using TEE and HSM to protect the Network Interface Card execution
environment and the key, measures for protecting against malicious acts on Network interface card as the
near-endpoint is outside of the scope of this document. In other words, the actual security level of this system
depends on implementation. Data protection between the endpoint and the Network interface card should also
be considered separately.
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Figure 6.3-5: Specific example of MFS system architecture for key exchange using PSK (Type A) and PQC (Type B)
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7. Conclusion

This reference document describes the security measures that can be taken against the security threats that increase
with the advent of quantum computers. For IOWN architecture to construct the next-generation social infrastructure, it
is necessary to consider the security requirements from various users. By assuming attack points, and reviewing the
information assets transferred, processed, and stored, it is possible to analyze security threats on them. After that,
security measures that fulfill the security requirements of users are examined. All security measures have pros and
cons, and it is difficult to satisfy the various security levels required by users with a single solution. It is realistic way to
introduce MFS that combines multiple security measures. This reference document describes the MFS architecture
that IOWN architecture should implement.

The first version of the reference document provides an overview of IOWN security and focuses on protection of
information and communication. Other aspects of security such as protection of information system and protection of
data store, etc. will be described in the future revisions.
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Definitions and Abbreviations

Definitions

For the purposes of this Reference Document, the following definitions apply:
Endpoint: the points where protected data are generated, processed or consumed.
This reference document uses the following terms defined elsewhere:

FDN [IOWN GF ST Outlook]: A Function-Dedicated Network (FDN) function is a network built on top of the Open
APN to provide dedicated connection among endpoints to support various traffic and QoS requirements.

Information [NIST SP800-12]: (1) Facts or ideas, which can be represented (encoded) as various forms of data;
(2) Knowledge (e.g., data, instructions) in any medium or form that can be communicated between system
entities.

Information Security [Y.3500]: Preservation of confidentiality, integrity and availability of information.

Information Security [NIST SP800-12]: Protection of information and information systems from unauthorized
access, use, disclosure, disruption, modification, or destruction in order to ensure confidentiality, integrity, and
availability.

Abbreviations and Acronyms

For the purposes of this Reference Document, the following abbreviations and acronyms apply:
2FA: Two-Factor Authentication
AES: Advanced Encryption Standard
AF: Adaptive Function
Al: Artificial Intelligence
APN: All-Photonic Network
ARP: Address Resolution Protocol
CF: Control Function
CPS: Cyber Physical Space
DCI: Data Centric Infrastructure
DNS: Domain Name System
DoS: Denial of service
DP: Data Plane
DRAM: Dynamic Random-Access Memory
DSA: Digital Signature Algorithm

E2E: End-to-End
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ECDH: Elliptic curve Diffiei Hellman key exchange
ECDSA: Elliptic Curve Digital Signature Algorithm
EdDSA: Edwards-curve Digital Signature Algorithm
FDC: Function-Dedicated Computing

FDN: Function-Dedicated Network

FIPS: Federal Information Processing Standards
GPU: Graphics Processing Unit

HSM: Hardware security module

IDH: IOWN Data Hub

IOWNsec: IOWN security

KE: Key Exchange

KM: Key Manager

MFA: Multi-Factor Authentication

MFS: Multi-Factor Security

NIC: Network Interface Card

NIST: National Institute of Standards and Technology
NRBG: Non-Deterministic Random Bit Generator
OSS: Open Source Software

OTP: One Time Pad

PIN: Personal Identification Number

PKI: Public Key Infrastructure

PQC: Post-Quantum Cryptography

PSK: Pre-Shared Key

QKD: Quantum Key Distribution

QKDN: QKD Network

RDMA: Remote Direct Memory Access

RHISM: Reconfigurable High-speed Interconnect and Shared Memory
RIM: Reference Implementation Model

RSA: Rivest-Shamir-Adleman cryptosystem

SIM: Subscriber Identity Module
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TEE: Trusted Execution Environment
TLS: Transport Layer Security
USB: Universal Serial Bus

WI: Work Item
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Appendix A: Information Assets to be Protected
in IOWN GF CPS RIM

The information asset to be protected in CPS use case is data payload of workload. A packet frame layer of Protocol
Data Unit (PDU) encapsulating the payload by the network overhead is exchanged over All-photonics network via DCI-
GW embedding APN-T(transceiver) for the inter-site network connection. With refereeing to the first edition of the
reference implementation model for CPS Area Management security guarding service use case [IOWN GF CPS RIM]
illustrating the Figure A-1, the Table A-1 summarizes the information assets element in each segment. [[OWN GF DCI]
[IOWN GF IDH]

© 2022 Innovative Optical Wireless Network Global Forum, Inc. All rights reserved. Awww.iowngf.org




Technology Outlook of Information Security

Customer premise Intra-DCI (Data Geniric Infrasiructure) Intra-DC{Data Centric Infrastructure)
Access Network
Network < > Netwark < CoraNetwork o, Natwork
«—> > »
{tor Sensors & Users)” % . *
App“caﬂon View {For intar-DCI Interconnact)
| 1 f 1 H
T Aeglonal Edge Cloud
ja=y'j Extarnal Netwark Cannactign Extarnal Netwark Cannaction Central Cloud
=
Survellance
N1
Sensor data
e e ) » |Local SAnsor et N3 N5 N5 N8
---------------------- labeled data
- Aggregation H {
h— Gw | (video & Lidar)  '---3 ingeston  [-® DataHup  {{---fpeo-mmmmmee--meoo- -4 DataHub  [---- winteligencet --1-- -,
(for Sensors) continuously & !
v (for Sensors) |- - | (for Sensors) (tor Sensors) |Application '
' Video/LIDAR as '
LIDAR Sensor , '
h 4 i required) "‘ ! i
N7 i H ' !
Live Video Streaming | Data Hub , User Datd i !
|ttt R (for Video Streaming) | | ' ! i
Presantation Device : [ ] i {Position, at{:.! ! 1
. Lo : On-demand Video Replay i ' ! 1
"I e S S e R ' . i
O S, HE !
----- ; Volce Message L Usar Data N6 Lot i !
D L[Nz N4 N N S il ' i
ﬁ <---1 ! |Local —eofo-MserData L bl ingestion |- -2+ Data Hub (Positian, etc.) At i | ;
[ 1 !
11 |Aggregation Pasition, atc. or LIgars) ==k -l --o--s-cmmmaas === -{tor Users) - ======zz=mmns '
- {for Usars) ( \ 8te.) {for Lisers] " ) \olca Message Volce Message ;
Users EMIE 1
2.0.. Police Officers / ; N12 ;
Sacurity Guards I (= e SMS AP Call OVer public CloUd === === == === === S s e e s
System
Logical Resources and Network F View
Device Computing DGl LSM DGl LSN DGl LSN DGl LSM
Node {tor Ingestion) (for Data / {for Data Hub) itor
Streaming Intelligence
Hub) Application)
TCRIP TCPAP || ADMA ADMA AOMA ADMA ADMA
Protocol Protocol | | Protocol Frotocol Protocol Protocol Frotocol
Handling Handiing | (Handiing Handling Handling Handling Handliing
T
IP|IIF IP(IF RIPMAVF ROMAIIF FI[‘J MA VF ROMAIF ROMA IIF
( Best Avallable Netwark ) C FON (for Access) Q:DN (for |nternalD FON (for Core) j FOM {for Intarnal) )
Physical View S Pl i
"
IDCI Cluster (Reglonal Edge Cloud) i IDCI Cluster (Gentral Cloud) i
[ T [ e
i T T el
! DCI Phiysical Node N ! DCI Physical Node T
-5 o ! T o r N
by | e T i e el
; i : [ FOC Unit | 1 : [ FOC Unit | 1
| i ' | | Host Board LA [N i | | Host Board A ot
i ii i ! B [acceleratogi HEM ! H [acceleraton:H N
' AN L I i vl i [
| Physical ik HEFew ||| R i T | | G o
: Device Computing TCE/UDP/RDMA i Protocal | i Protocol ) TCP/UDP/RDMA i Protocol | i Protocol ) H i i
! Node H: (| L panwer T [ manaer HLE G | Ltander F [ Handier AT
| | I T i i T i
i i
i Extra Nmm ii i ! oGl Intar-Node e ! oGl Intar-Node o
T e
i MNetwork Gateway ii_: i Gateway Interconneact : L: i Gateway Interconneact : L:
' i | i i i

t: Open APN )

Figure A-1: Overview of application view and network view based on data pipeline diagram

IOWN GF CPS RIM has been described a reference implementation system that surveillance camera video image and
LiDAR sensor data with Al to identify criminal activities or accidents for a prompt response and/or action by police
and/or security agents. IOWN GF CPS RIM assumes three layers of the vertical distribution of computing sites, that
are;

9 Customer premises in monitored area such as LiDAR/Surveillance camera or in user site such as Police office
9 Regional edge clouds built with IOWN DCI (Data Centric Infrastructure) architecture

9 Central clouds built with IOWN DCI (Data Centric Infrastructure) architecture
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The following table summarizes a correspondence between elements or links and information assets in IOWN GF CPS

RIM.

Table A-1: Relation between elements and information assets in IOWN GF CPS RIM

INFORMATION ASSETS

ELEMENTS

Payload in the link
between
LiDAR/Surveillance
Camera in monitored area
via Local Aggregation(N1)

and N3(Ingestion of sensor

live data in Regional Edge
Cloud)

NOTE1

Payload in link between

N7(Data Hub for Live Video

Streaming in Regional
Edge Cloud) and
Presentation device via
N2(local Aggregation in
Police/Security agent
office)

Payload in the link
between N6 (Data Hub for
sensor data in Regional
Edge Cloud) and
Presentation device via
N2(local Aggregation in
Police/Security agent
office)

Payload in the link
between N6 (Data Hub for
sensor data in Regional
Edge Cloud) and
Presentation device via
N2(local Aggregation in
Police/Security agent
office)

FROM

LiDAR in
Customer
premise/
monitored area

Surveillance
Camerain
Customer
premise/
monitored area

DataHub (N7) in
Regional Edge
Cloud

DataHub (N5) in
Regional Edge
Cloud

DataHub (N6) in
Regional Edge
Cloud

TO

N3(Ingestion
Node) in
Regional Edge
Cloud

N3(Ingestion
Node) in
Regional Edge
Cloud

Presentation
device in Police
officer/etc. in
Customer
premise/police
office, etc.

Presentation
device in
Customer
premise/police
office, etc.

Presentation
device in
Customer
premise/police
office, etc.

DATA TYPE

Li DAROSs
data via Local
Aggregation (N1) in
Monitored area

Surveil
Video streaming
data via Local
Aggregation (N1) in
Monitored area

Live Streaming data
from DataHub (N7 for
video streaming)

On-Demand Video
Replay data from Data
Hub

Voice message from
Data Hub (N6)

Poi

|l anc

STORE TERM

Temporary in GPU
memory or
pMEM/DRAM at N3

Temporary in GPU
memory or
pPMEM/DRAM at N3

Temporary in
DRAM/PMEM

Normally store in 1-
2 month, but some
data store in cold
storage/archive
based on
operation policy.

Normally store in 1-
2 month, but some
data store in cold
storage/archive
based on
operation policy.
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Payload in the link
between N4(Ingestion for
u s e mpa@siion datain
Regional Edge Cloud) and
Presentation device via
N2(local Aggregation in
Police/Security agent
office)

Payload in the link
between Data Hub(N5) in
Regional Edge Cloud
and Data

Hub(N5) in Central Cloud

Payload in the link
between Data Hub(N6) in
Regional Edge Cloud
and Data Hub(N6) in
Central Cloud via N8
(Intelligence Application)

Payload in the link
between N12(External
System) and
N8(Intelligence
Application) over public
Cloud

N4(Ingestion
Node) in
Regional Edge
Cloud

N5 (Data Hub) in
Regional Edge
Cloud

N6 in Regional
Edge Cloud

N8(Intelligence
Application) in
Central Cloud

Presentation
device in
Customer
premise/police
office, etc.

N5 (Data Hub) in
Central Cloud

N6 in Central

Cloud

SMS of Police
officer, etc.

Position data from N2
to N4.

Temporary in
DRAM/pMEM

Inference result data
(labeled data
persistently) and
Video/LiDAR data as storage/archive
userds requbased on |
operation policy.

Normally store in 1-
2 month, but some
data store in cold

User Data Temporary in
DRAM/pMEM
Labeled Object, e.g.,

JSON with copped

image.

Notification message
from Intelligence
application (N8 in
central Cloud) to Police
officers/Security
agents via External
system(N12) over SMS
in public cloud

Temporary in
DRAM/pMEM

NOTEL Local aggregation node (N1) and Ingestion node (N3) have RDMA Interface to share data over memory to Al

accelerator engine in Logical Service Node.
FDN. Cross TF work will be needed in near future.

IOWN DCI TF is starting to explore for RDMA security enhancement in
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Appendix B: Positioning of "Threats" in this
Version

This version focuses on authentication and encryption as a common data protection security for E2E communication
path of the reference model.

Here, this appendix shows the positioning of "threats" in this version as a reference for future study.

Table B-1: Security Threats

PROTECTION OF

PROTECTION OF

SECURITY THREATS INFORMATION g\IYFSOTRI’EI\I\/IAAS\TION
Network Spoofing 1st Priority 2"d Priority (TBD)
Cloning
Flooding
Sniffing
Physical Electromagnetic wave attack, etc. 2"d Priority (TBD)

Application  Search for application vulnerabilities, and attack from
there.
End-to-end attacks that target user information and
identify specific applications.
Link-by-Link attack that targets the lower layer of the
application and attacks a wide range of applications.
(resource-based threat)

Human Money (candy and whip)
Unauthorized access using human factors

Product life Design: Backdoor creation, etc. in the in-house
cycle production process

Zero-day attack, etc. (OSS/COTS) in the in-house
production process

Software: Non-encrypted software code in ROM is
easily analyzed by criminals, etc.

Development: Maintenance log analysis hack, etc.

Manufacturing: Quality test spoofing, etc.

Tester: Testing machine with spoofed calibration
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Logistics: Replacement at Logistics, etc.

Operation: Narrowise the monitoring area, etc.

Maintenance: Fake software update, etc.

Disposal: Fake Disposal -> Spoofing Using Waste,
etc.

Supply Design: Backdoor creation, etc. by suppliers.
Chain

Zero-day attack, etc. (OSS/COTS) caused by
suppliers

Software: Pre-packaged software easily analyzed by
criminals, etc.

HW materials: compromised information system in
factory, etc.

Tester: Testing machine from vender with spoofed
calibration

Service provider: information leakage, etc. due to a
wrong configuration and/or a lack of security design.

Mutual In Digital twin: Digital <-> Physical
intrusion

In Social engineering: SNS <-> Human behavior

Fake and propaganda: Vision <-> Objection ---
connect to Ahuman behavi

Time detection and communication delay make attacking
difference period

detection and parching delay make attacking period

Report fraud: Reporting fraud (time, scope,
intentional denial of charges) may happen. The time
lag between reporting fraud and finding facts is a
period of attack from the attacker.

Judgment gray period: Attack detection is not clear
usually and there are gray periods such as forensic
periods. This gray period is directly the attack period
from the attacker.
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(1) network threats
Spoofing

Spoofing is when an attacker impersonates an authorized device or user to steal data, spread malware, or bypass
access control systems. There are many different types of spoofing, with three of the most common being: IP address
spoofing, ARP spoofing, DNS spoofing. It is necessary to recognize threats while being aware of the computing power
of post-quantum.

Cloning

In cyber security, cloning is the process of taking a legitimate document and replacing its normal links with malicious
links. This can cause a person who mistakes the document for the original to click on a link that downloads malicious
code, such as malware, after mistaking it for a genuine item.

Flooding

Flooding attack involves the generation of spurious messages to increase traffic on the network for consuming server's
or network's resources. Denial of service (DoS) attacks can be flooded with traffic or send information that triggers a
crash to the target, so the former method is classified as a Flooding attack.

Sniffing

Monitoring and intercepting data packets passing through a network with the help of specialized tools called packet

sniffers is called fisniffing. o Data packets carry a weal

traffic. There are two types of sniffing- active and passive. As the name suggests, active involves some activity or
interaction by the attacker in order to gain information. It is necessary to recognize threats while being aware of the
computing power of post-quantum.

(2) Physical threat (electromagnetic wave attack, etc.)

In a physical attack, an attacker gains physical access to a physical asset in the infrastructure system in order to
damage it, disable it, steal it, or use it in an undesirable way. In cryptography, electromagnetic attacks are side-channel
attacks performed by measuring the electromagnetic radiation emitted from a device and performing signal analysis on
it.

(3) Application threat

An application attack consists of cyber criminals gaining access to unauthorized areas. Attackers most commonly start
with a look at the application layer, hunting for application vulnerabilities written within code. Though attacks target
certain programming languages than others, a wide range of applications representing various languages receive
attacks.

End-to-End: Threats in application processes

Looking at application attacks from the perspective of the communication layer, end-to-end attacks and link-by-link
attacks have different target scope of threats. As shown in Fig. B-1, end-to-end attacks focus only on upper application
communication without specifying the communication lower layer.

In other words, in an end-to-end attack, the criminal identifies the information that the user must protect, identifies the
application, and attacks.

In addition to end-to-end encryption, authentication and authorization are also important because the attack in this case
targeting to identify the application or user.
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Threat

Layer 7 P o Layer? Application Layer

Layer & Layer 6

Layer 5 Layer 5

Layer 4 Layer 4

Layer 3 Layer 3 Layer 3 Layer 3

Layer 2 Layer 2 Layer 2 Layer 2 Communication Lower Layer
Layer 1 Layer 1 Layer 1 Layer 1

Figure B-1: End-to End Threat in application process
Link-by-Link: Threats in interface L2 process

As shown in Fig. B-2, Link-by-Link attacks focus specifying the communication lower layer. They do not target specific
user or application process.

Attacks that are received without distinguishing applications at layers below the application process, not limited to the
L1-L3 interface. It is regarded as an attack that attacks society as a whole without specifying the application or user.
The idea of zero trust is emphasized because the target of the attack is not explicit.

Layer 6 -, Layer 6

Layer 5

Layer 4 B Layer 4

Layer 3 — . B --':'i_ay'erS - 4 Layer 3
- Layer 2

Y Layerd

Figure B-2: Link-by-Link Threat in Communication Lower Layers
Threats in physical layer processes such as Facilities

Criminals physically attack the facility itself. It is used not only as an attack that impairs the business continuity of the
facility, but also as an entrance to other attacks. Risk evaluation ask many parameters caused by attack from a different
perspective, such as an electromagnetic wave attack or a human-based attack.

(4) Human threat (candy and whip)

Human factors are used by cybercriminals to effect unauthorized access, steal credentials, and infect IT systems and
endpoints with malware such as ransomware. The growth of social media, remote working, the use of personal devices,
the generation gap, etc. all combine to create new vulnerabilities in an organization's cyber defense. It is necessary to
design the monitoring on the assumption that it will be attacked by human-based vulnerabilities.

(5) Product lifecycle threat

It is necessary to capture information security threats within product lifecycle
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